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Controlled Unclassified Information (CUI)

What is the CUI Program?
The CUI Program is an information security reform 

that standardizes the way the executive branch 

handles information that requires protection 

What is CUI?
Controlled Unclassified Information (CUI) is 

information that requires safeguarding or 

dissemination controls pursuant to and consistent 

with applicable laws, regulations, and government-

wide policies.

Policy and Guidance

Å Executive Order 13556

Å 32 CFR Part 2002 (Implementing Directive)

Å CUI Marking Handbook

Å CUI Notices

Å NIST Publications

Å OMB Circular No. A-11

Å CUI Advisory Council

www.archives.gov/cui https://isoo.blogs.archives.gov/
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AGENDA
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We will address: 

ǐPurpose of markings, some of the basic elements 

of marking, specific markings focusing on paper 

markings, electronic items and miscellaneous 

marking

ǐHow to mark (emails, spreadsheets, databases, 

etc.), how to portion mark and supplemental 

administrative markings



Why Mark CUI?

ǐWe mark to inform users or recipients that information is CUI  

and to alert them of any dissemination or safeguarding 
requirements 
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CUI Basic and CUI Specified
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CUI includes, but is not limited to:

7

ï Privacy (including Health)

ï Tax

ï Law Enforcement

ï Critical Infrastructure

ï Export Control

ï Financial

ï Intelligence 

ï Privilege

ï Unclassified Nuclear

ï Procurement and Acquisition



Legacy Information and Markings
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All legacy information 

is not automatically 

CUI. Agencies must 

determine what 

legacy information 

qualifies as CUI



Waivers For Legacy Information

ǐIt is information marked prior to the CUI program

ǐMany agencies are pursuing a Legacy information 
waiver

ǐWaiver states: you do not have to remark the 
information unless you reuse or transmit it outside of 
the agency
ïConsult your Agency policy

ǐWhen transmitting or transferring legacy 
information, the marking/identification requirement 
can be satisfied by using a cover sheet/transmittal 
document or an indicator in an email 
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Alternative Markings

ǐWhen it is impractical for an agency to individually mark CUI 
due to quantity or nature of the information, or when an 
agency has issued a limited CUI marking waiver, authorized 
holders must make recipients aware of the information's CUI 
status using an alternate marking method that is readily 
apparent (for example, through user access agreements, a 
computer system digital splash screen (e.g., alerts that flash 
up when accessing the system), or signs in storage areas or 
on containers)

ǐMarking in the physical environments (boxes, inventories)
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System Markings
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Agencies may authorize or require the use 

of alternate CUI indicators on IT systems, 

websites, browsers, or databases through 

agency CUI policy. These may be used to 

alert users of the presence of CUI where 

use of markings has been waived by the 

agency head.


